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When in Austin, stop by our PI showroom and  
The Spy and Private Eye Museum
A museum of investigative gear from the past The Watergate Bug is now on display!
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president

On April 25th I represented TALI at the El Paso Region of ASSIST as they hosted state dignitaries and extended 
the concept of unity among our fellow associations. TALI Board member and Treasurer Sam Streep also was 

present to represent TALI. Forging these bonds among other security and law enforcement professionals will enable us to 
work closer when the legislature is in session to further protect our membership and profession. 

Many of you are aware that with the help of Private Security Bureau Chairman John Chism and Assistant Director 
RenEarl Bowie, we were able to get the PSB to post an opinion on their web site dealing with mis-information regarding 
a private investigator’s ability to carry a gun if they have a CHL. Very summarized, the ruling stated the PSB does not 
regulate the carrying of a firearm by a PI although you should make sure your insurance covers you in the event something 
did occur while working as a PI involving your possession of a firearm. More can be read about this and other opinions 
on the PSB website.

As we look forward to the “International Conference of Investigative Associations” conference in San Antonio from 
August 2nd – 4th, TALI and our membership will get the opportunity to demonstrate some good old Texan hospitality 
to the various state, national and international associations that are coming together under one roof. This will the ground 
floor of associations joining forces to fight legislation, promote professionalism and demonstrate that unified we are a force 
to be reckoned with. 

At this conference, we will be rolling out some new features that will streamline and make our conferences stand out 
even further. As PI’s, we have to be on the cutting edge of technology and our association should be the same. Some of 
these new programs and features include:

• First, you will notice when you get your registration packet that your name tag has a bar code on it. When you enter 
any of the conference rooms, there will be a Board member with a hand-held scanner that will quickly scan your 
name tag and hand you a receipt for attending the class. This will track who attended that particular seminar/session 
and will enable us to keep much better records of attendees. As you know, this will be a departure from our paper 
process whereby we call out the session number at the end of the session. This scanning method will be the official 
record for continuing education so please make sure your name tag is scanned, and make sure to hang on to your 
receipts. These are your proof of attendance! 

• Second, you will notice in your registration packet a sheet of tear-apart cards. These will include your entry tickets 
into the after hour events. 

• Third you will notice a vendor’s door prize card. Throughout the conference we will be giving away door prizes. 
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“it’s just a phone!”

Many myths exist regarding what can be forensically 
recovered on cell phones. There is also a wide mis-

understanding relating to how cell phones can or cannot be 
infected with monitoring software by opening a malicious 
e-mail attachment or text message. This is a highly specialized 
area of expertise which few people understand and even less 
have a working knowledge of the topic. This is a technology-
driven environment that is ever changing, both for the good 
and bad.

Cellular forensics is NOT computer forensics. Although 
both still deal with data, that is where the similarities end. The 
hardware is different; the software is different; the operating 
systems are different. There are literally thousands of different 
cellular devices. A true forensic lab has literally hundreds of 
cables just to be able to connect to all the various devices. Addi-
tionally, the newest spin-off of this technology is forensics on 
automobile GPS devices.

One of the more frequent comments received from a pro-
spective customer who wants a cellular device analyzed involves 
the price. If price is the single issue, it is possible to forgo a 
full-scale analysis and just analyze the phone portion (call lists 
in and out). The cell phones of today are not just phones, and 
therefore a great deal of data is stored in other areas within the 
phone. Hard drives used to average around 2-4 GB in size, 
but now a 16 GB memory card in a Blackberry will hold any 
kind of data the customer wants to put on it. You can buy a 
64 GB iPhone, and data storage capability will likely continue 
to increase. What about the iPod, iPad or the iTouch? None of 
them is a phone, but none of them is really a computer either! 
Now you can begin to understand the various complexities 
involved in this type of forensics. 

Hand-held devices maybe aren’t the best example compared 
to a normal, everyday flip phone. Most would just consider a 
flip phone a simple telephone and nothing more. However, 
these phones keep incoming and outgoing logs of sometimes 
hundreds of calls, including missed calls. There are also mes-
sages to consider. What about SMS? MMS? Does it take pic-
tures? Just try finding a cellular device today that DOESN’T 
take pictures. One of the newer technologies is “geotagging.” 
A forensic expert can extract pictures (even deleted ones), and 
then go one step further and tell exactly where the photo was 
taken. The vast majority of phones today are GSM phones with 
SIM cards that open all kinds of forensic possibilities. As an 
example, let’s assume someone has a second SIM card that is 
used for all types of criminal activity. A good analyst will be 
able to tell you about other SIM cards, even if they are not 
present. Most phones (even normal flip phones) have the capa-
bility of receiving a media storage card like an SD card. You can 
get them in sizes up to 128 GB as of this writing. 

So then, what is the difference between a 128 GB storage 
card in a cell phone, and a 128 GB external hard drive con-
nected to a computer? Do you still think it is “just a phone?”

In the case of cellular forensics, as indicated before, one 
size does not fit all. Virtually all cellular devices can be broken 
down into 5 categories. Generally speaking, these categories 
follow the lines of the internal operating system, allowing that 
from one Blackberry to the next, the data can reside in the 
models differently and take different tools to extract. We will 
look at 2 of the biggest.

Blackberry – With Blackberrys, only the logical data is 
extractable. If data has been deleted, it is not recoverable with 
current technology. Recovering the user password or bypass-
ing it is not possible with current technology, and repeated 
attempts will cause the device to wipe out all resident data. 
Anyone that tells you they have hardware or software that can 
recover deleted data from a Blackberry is simply lying to you as 
of the time this article was written.

iOS – These are much more forgiving. For example, even 
when you delete your text message, it isn’t deleted. I don’t 
mean that a forensics guy can undelete it if it isn’t overwritten; 
I mean it isn’t really deleted. When you think you have deleted 
it, you have merely given an instruction to the device telling it 
not to show the message to you anymore, but it is still there. 
Every picture you take with an iPhone can be tracked to exactly 
where and when you took it. Yes, WHERE. The camera cap-
tures the latitude and longitude of the location when you took 
the picture, and it is embedded in the image for examiners to 
extract. For i-devices, deleted information CAN be recovered 
if it has not been overwritten yet by new data. Both logical and 
physical dumps are possible.

The importance of telling your examiner what the model 
of the device is cannot be stressed enough. If you ask a question 
like, “Can I recover all the deleted text messages off of a client’s 
phone?” and you actually get a specific yes or no, do NOT hire 
that person. This question simply cannot be answered without 
first knowing the model of the phone. 

There is no single cellular forensics tool that will work on 
every phone out there. You need a number of tools to be able 
to cover the widest array of devices. Just because someone plugs 
the phone into a 60 dollar tool and it says it can’t extract data, 
doesn’t mean it can’t be done. Any reputable shop will be run-
ning overlapping tools such as Cellebrite, MobilEdit, Oxygen, 
Lantern, MPE, Device Seizure, etc. Most people doing cellular 
forensics don’t have Cellebrite (the best tool on the market), 
because the cost starts at $4500.00 and goes to $8000.00. 
There is also a $2,000 annual licensing fee. Taking a 1-3 day 
course from someone who shows you how to find Malware on 
a phone is NOT learning cellular forensics! 
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You Get What You Pay For!

Kristi Colbert



background checks

In this world of major economic 
downturn, businesses may go 

through tens of hundreds of applica-
tions or resumes in order to find the 
most experienced and educated candi-
date for the job. As such, it is important 
for businesses to really understand what 
they are getting as they consider hiring 
a new employee. Many private investiga-
tors offer pre-employment background 
checks for businesses in an effort to help 
them better understand a candidate’s past 
or help predict possible future behaviors 
of a candidate. Aside from businesses, 
many not-for-profit organizations, 
including churches and youth asso-
ciations routinely request background 
checks on persons who volunteer to pro-
vide their services that involve financial 
transactions or children. Whether it is a 
business or a not-for-profit organization, 
it is in the client’s best interest to keep 
their assets, employees and volunteers’ 
safe, as well as any other outside individ-
ual they may come in contact with while 
performing the duties of the job. 

It is important for investigators to 
realize that not all businesses or organi-
zations have legal departments who can 
help guide them in what they need to 
learn about a prospective employee or 
volunteer, or even in understanding the 
findings on a background check. Many 
businesses or organizations are uncertain 
as to what they really need verified; they 
simply just want a “background check”. 
If the scope of the background check 
is too small there is a risk that the cli-
ent will fail to get critical information; 
however, if the scope is large and costly 
producing little to no results, this could 
ruin the relationship with the client. This 
is where your coaching and client educa-
tion become very valuable.

Most businesses are cutting back on 
expenses and therefore clients tend to 
go the “cheap” route; however, cheap is 
not always best. In order for investiga-
tors to keep themselves and their clients 
out of harm’s way, it is important that 

they establish a rapport with the clients, 
understand the clients’ needs based on 
the level of employee or volunteer being 
considered, and help them understand 
and decide which background checks 
would be conducive to the position for 
which they are hiring.

What does the client really need? To 
help the client, an ideal quick reference 
tool to have is a list of all background 
and verification services that are available 
to the client, as well as an explanation of 
what each service means so there is an 
understanding of how the services would 
be beneficial for them. A few examples 
include:

Criminal Records Check – Verifica-
tion of lawsuits brought against an indi-
vidual for violation(s) of state or federal 
penal codes, including disposition.

Civil Records Check – Verification 
of any civil lawsuits brought against an 
individual by another individual or com-
pany in which the individual is negli-
gent, including disposition.

Previous Employment Verifications 
– Contact with previous/current employ-
ers listed on the employment applica-
tion or resume to confirm the dates of 
employment and if the individual is eli-
gible for rehire.

Of course there is a laundry list of 
other services investigators can provide, 
but the point is to ensure the clients 
understand what is available so they can 
determine the most beneficial searches or 
verifications for their business or organi-
zation. It is ideal to have the clients ini-
tial the services or verifications to which 
they agree in order to avoid any misun-
derstandings.

What should be obtained from the 
client to initiate the background check? 
Performing background checks can be 
time consuming and costly to the inves-
tigator. First and foremost, it is impor-
tant for the client to understand an 
approximate cost of the service and to 

also understand that a search may not 
produce negative results for the indi-
vidual, which is good for the client. 
Unfortunately, some clients, especially 
those new to seeking assistance from a 
private investigator, may have precon-
ceived notions that an investigator is 
always going to find dirt on someone; 
when no results turn up, the clients may 
feel they are not getting their money’s 
worth or that the investigator is not 
doing their job and refuse to pay for the 
service. The best insurance an investiga-
tor can get when accepting a background 
check assignment, or any assignment for 
that matter, can be summed up in three 
words: retainer, retainer, RETAINER! A 
retainer is basically an insurance policy 
for the investigator so they can at least 
pay what it cost them to perform the ser-
vices in the event a client decides to not 
pay their total bill. You can always refund 
any unused portion of the retainer to the 
client.

The investigator should understand 
the level of position the client is hiring. 
Is this an entry level employee who is 
responsible for answering the phone? Is 
it a top level corporate executive who will 
be responsible for approving large trans-
actions? Or is it an employee in between? 
Obtain a copy of the prospective employ-
ee’s application and/or resume from the 
client. The application contains a wealth 
of information the individual provides 
about the applicant and this informa-
tion can eventually be used to compare 
against the background check. 



skeletal mis-identification

The identification of human skeletal remains 
is a complex and difficult procedure for even 

the most qualified of forensic osteologists and forensic 
anthropologists. The scientists who are studying a set 
of skeletal remains need to remain focused on what is 
termed the Big Four—sex, ancestry, stature and age—
before turning to other areas of inquiry of those remains. 
From a determination of the Big Four a profile can be 
established of the possible identity of the skeleton. 

In many instances the skeletal remains may never 
be properly identified. There are many possible reasons 
for this. These reasons include the skeleton coming from 
a prehistoric period; the skeleton having never been 
reported as a missing person; not having enough skeletal 
material available to make a proper determination; and 
the skeleton has been improperly categorized as to sex, 
race, height or age. Additionally, the skeleton could be 
misidentified by the examiner due to confusion caused 
by premortal and perimortal pathology.

As part of the Big Four, the determination of the sex 
of the skeleton is quite fundamental to the identifica-
tion process. This is seemingly the easiest part of skeletal 
identification as here are only two choices to make, male 
and female. A blind guess would yield a 50% chance 
of accuracy. If the examiner was able to tell that the 

skeleton was the victim of a homicide he could make 
a guess at the gender of the victim with the probability 
of the skeleton being male at 71%. While these figures 
might assist in the numerical determination of the sex 
they are not methodical enough to ensure the accuracy 
of the statistical guess. Even when proper techniques of 
sexing a skeleton are applied there are pathologies which 
affect the bone structures that may cause confusion in 
the identification process.

There are a number of factors which are used in 
making the determination if the skeleton is from a male 
or female. The examiner will make an assessment if the 
skeleton has robust features, which are attributed to a 
skeleton being male or gracile features which are female 
characteristics. Some of the robust features would be a 
prominent ridge above the eyebrow, or a well-developed 
mastoid bone. Gracile features include smaller bones as 
well as smoother bones.

There are several pathologies which can cause a mis-
reading in the bones making what should be a robust 
skeleton appear to be more gracile. One of these pathol-
ogies is that of diabetes. Dr. Katherine Gruspier men-
tions that diabetes, will present with “gracility of long 
bones” (Gruspier, 1999). This means that, should one 
have a partial or full skeleton of a diabetic male, it could 
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be misidentified as coming from a female due to the pro-
cess of the diabetic pathology.

Another method by which male bones can become 
more gracile is through attempted incineration. In The 
Human Skeleton in Forensic Medicine, Krogman men-
tions that “Incinerated remains are very difficult to ana-
lyze. Sometimes even sex is impossible to determine. 
Bones shrink as much as 10 percent.” Continuing, Krog-
man states, “Identification of burned remains presents 
another set of problems. Determination of sex could be 
biased on most individuals, because of shrinkage could 
be gracile or feminine in size” (1986). It is imperative 
for the forensic scientists examining skeletal remains to 
understand that attempted incineration could have made 
the body of a male appear to have the characteristics of a 
female post-incineration. As such, there may have been 
past instances in which male victims of incineration have 
been improperly identified as being female. Proper iden-
tification of such a skeleton would, of course, yield a 
better path for subsequent investigation and prosecution 
by law enforcement.

It is commonly held that male bones are larger than 
female bones. This size difference is one of the factors 
that are considered by the forensic scientist as the sex of 
the skeleton is being determined. DiBennardo and Tay-

lor (1982) indicated that there is a “general size factor” 
which must be considered. Incorrect sex classification 
is likely to occur when one is dealing with a very large 
female or a particularly small male. While the height of 
an individual is usually reported to the agency main-
taining the missing person’s file, that does not prevent 
a misidentification from occurring by the scientist who 
is examining the bones. There are numerous pathologies 
that will cause a female to have a larger bone structure. 
These pathologies include, among others, childhood 
obesity, pituitary gigantism, and acromegaly. These dis-
eases will not only cause the size of the bones to become 
larger they may cause a change in the facial identifica-
tion as well. This is echoed by Thompson and Black who 
said, “Other systemic disorders such as acromegaly and 
Paget’s disease of the bone may alter the facial skeleton” 
(Thompson & Black, 2006).

Acromegaly, is an endocrine dysfunction causing 
a hypersection of growth hormone after the closure of 
the ephiseal plates. Pincus et. al. have suggested that 
arcomegaly will occur more frequently in females than 
in males. (Pincus et al 1996) As such a female skeleton 
which was afflicted with acromegaly during life would 
appear to have a more robust skeleton. The bones of the 
axial skeleton would be larger and the skull would be 
more robust including bony ridges over the brow.

Pathology can again play a role in the misidentifica-
tion of a skeleton properly identified as a female skele-
ton. The biological differences between the male and the 
female skeleton are designed such to allow for the func-
tions of child birth. While there is debate on this issue 
(Suchey et. al., 2005), there are authors who believe that 
the process of parturition can leave traces on the pubic 
bones which are identifiable in the forensic examination 
of the skeletal remains (Cox & Mays, 2000; Krogman, 
1986). These scars will appear as pitting on the dorsal 
aspect of the pubic bone. The assumption is that the 
greater the parity of the woman the greater the amount 
of pitting on the dorsal aspect of the pubic bones. If the 
Cox and Krogman reports are accurate in their assump-
tions about parity and dorsal pitting then this evidence 
can be used to assist in the identification of the skeletal 
remains. This information could be compared to the 
known factors of a missing woman, such as she was null 
parous, single parous or multiparous with amount of 
dorsal pitting of the pubic bones.

There are, however, pathologies which will also cause 
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All members of the Texas Association of Licensed Investigators will subscribe to the following Code of Ethics:

(a) To be professional and to demonstrate integrity and honesty as an investigator and as a member of TALI.

(b) To give each client a full explanation of the work to be performed, rates to be charged and reports to be rendered.

(c) To preserve as confidential all information received in an investigation unless directed otherwise by the client or 

unless under specific order or legal authority.

(d) To conduct all aspects of investigation within the bounds of legal, moral and professional ethics.

(e) To apprise clients against any illegal or unethical activities and to cooperate with law enforcement or other 

governmental agencies, as required by law.

(f) To constantly strive for improvements as a professional, to respect the rights of others and to in-sure the same 

from ones employees.

(g) To loyally support TALI, its aims, purposes and policies as long as one remains a member.






